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Decision/action requested

This contribution captures the state of discussion at the end of the evening session on EDCE5
2
References

None
3
Rationale

There ws an evening session Tuesday 28th convened by an SA3 Vice-chair during which drafting work was carried out on the EDCE5 algorithm negotiation solution. The below pCR reflects the status of the discussion at the end of the evening session.
4
Detailed proposal

It is proposed that SA3 take note of the below pCR that reflects the status of the offline work on EDCE5 algorithm negotiation.
**** START OF CHANGES ****

E.3.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB

The dual connectivity procedure with activation of encryption/decryption of Split and/or Non-Split SCG DRB(s) and/or activation of encryption/decryption and integrity protection of an SCG SRB follows the steps outlined on the Figure E.3.3-1.
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Figure E.3.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
Before the MeNB decides to use dual connectivity for some DRB(s) and/or an SRB with the SgNB, the MeNB by checks whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. When connected to EPC, the MeNB shall indicate to the SgNB that UP integrity protection shall not be activated. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 


NOTE 2: 
The UP integrity protection is not activated in SgNB when connected to EPC.

3.
The SgNB allocates the necessary resources and chooses the ciphering algorithm for the DRB(s) and SRB and integrity algorithm if an SRB is to be established which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 

4.
The SgNB sends SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 

5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SgNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.3.4.3 for further details). 

NOTE 3: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
**** NEXT CHANGE ****
E.3.4.3
Negotiation of security algorithms

The UE NR security capabilities shall be indicated to the network independently of the LTE security capabilities using new IE so that the support of LTE and NR algorithms can evolve independently. The UE shall send the UE NR security capabilities to the MME in initial Attach and TAU Request (when possibly changing MME). To enable the usage of dual connectivity 
with an MME that does not understand the UE NR security capabilities, such MME will drop the the UE security capabilities and never save in the UE context. An MeNB that does not receive the UE NR security capabailites shall use the LTE security capabilities algorithms as the supported UE NR security capabilities (see below for more details). 
  

An MME that has the UE NR security capabilities shall passthe UE NR security capabilities to the eNB in the S1-Initial Context Set-up messages. 
Similarly at S1-handover if the target MME receives the UE NR security capabilities from the source MME, the target MME shall send the UE NR security capabilities to the target eNB in the S1-AP Handover Request

In addition, if the source eNB has the UE NR security capabilities, the source eNB shall pass the UE NR security capabilities to the target eNB at X2 handover.



After a handover, if the MeNB determines that UE is EN-DC capable, it is possible that an MeNB may have not received the UE NR security capabilities as the UE may have just been handed over from an eNB or MME that does not support the UE NR security capabilities. To overcome such a possible problem, the MeNB shall create the UE NR security capabilities algorithms from the supported LTE security algorthms. To do this, the MeNB shall use the mapping between the LTE security algorithms and NR security algorithms as per this specification. The MeNB shall pass these created UR NR security capabilities to the SgNB.
NOTE: This mapping of LTE security algorithms support to NR security algorithms support means that for the purposes of dual connectivity to SgNB, the UE needs to have the same support for 128-NEA1 as 128-EEA1, 128-NEA2 as 128-EEA2 and 128-NEA3 as 128-EEA3 and similarly for the first three non-Null integrity algorithms. 

Editors note: this note above should be made normative for mapping, but there is a better place in the annex for it. 
A target eNB that has the UE NR security capabilities shall include the UE NR security capabilities in the S1-PATH SWITCH-REQUEST message.
If an MME does not receive the UE NR security capabilities in the S1-PATH-SWITCH-REQUEST message from the  target eNB to which the UE is connected to, or if an MME becomes aware that the eNB doesn’t know the UE NR security capabilities after an S1-handover, the MME should send the UE NR security capabilities to the target eNB.
When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure E.3.3-1, the MeNB shall send
 the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. 
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.

NOTE: 
The UP integrity protection is not activated in SgNB when connected to EPC.
**** END OF CHANGES ****
�Proposed to delete as it contains some optional SA2 proecdures and alos keep all the algorithm handling in one place


�Clarfity type of dual connectivity?


�4 bits are used as support of the Null algorithms is important for the emergency case. 


�This doesn’t really work as specification text and will need changing – I think that we should also mention that this IE needs to go in NAS SMC for replay protection and then we need to tink about the setting of EEA7 to 1 to indicate that additional IE is present (see S3-172391/92)


�Need to find this name


�This may be redundantif for example a new IE is used but is added to avoid confusion 


�Deleted the text related to the TAU method proposed by Ericsson 


�Felt that addition explanation of the consequence of the mapping may be helpful


�It is not forardw in the case of creating the mapped NR security capabilities





